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LEARNING OBJECTIVES

1. Definition of Privacy Incident and Breach

2. Lessons learned from Shiprock Privacy Breach 

3. Standardized Privacy forms and processes

4. Conduct a privacy investigation

5. Establishing privacy awareness
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PRIVACY INCIDENT

An occurrence that (1) actually or imminently 
jeopardizes, without lawful authority, the 
integrity, confidentiality, or availability of 
information or an information system; or (2) 
constitutes a violation or imminent threat of 
violation of law, security policies, security 
procedures, or acceptable use policies.
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PRIVACY BREACH

The loss of control, compromise, 
unauthorized disclosure, unauthorized 
acquisition, or any similar occurrence where 
(1) a person other than an authorized user 
accesses or potentially accesses personally 
identifiable information or (2) an authorized 
user accesses or potentially accesses 
personally identifiable information for an 
other than authorized purpose. 
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SHIPROCK PRIVACY BREACH
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SHIPROCK PRIVACY BREACH

2019 IHS PARTNERSHIP CONFERENCE 6



SHIPROCK PRIVACY BREACH 2016

• Former employee removed original patient 
update sheets from facility containing PII, copies 
of AOB, CIB, Social Security Card, drivers 
license. 

• NNMC worked closely with IHS, HHS and OCR 
to address the breach and developed a 
corrective action, which was implemented at all 
Federal facilities on Navajo. 
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CORRECTIVE ACTION PLAN
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• Identify key areas to address:

1. Mandatory staff training

2. Registration work flow and process 

3. Conducting privacy audits

4. Education on Records Management



INVESTIGATION FINDINGS

• Hoarding of patient documents

• Inappropriate storage of PHI/PII (PMAP)

• Lack of staff knowledge on General Records
Schedule

 

• Unnecessary collection of data/copies

• Untimely shredding
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FINDINGS

Inappropriate use of electronic devices to
transmit PHI/PII 

a. Personal cell phones

b. Email

c. EHR broadcast

d. Social Media – Facebook
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IMMEDIATE ACTION PLAN

• Stop copying extra documents

• Stop using clip boards for sign-in

• Updating face-to-face
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CORRECTIVE ACTION

All findings uncovered during mini-privacy 
department sessions and on-site privacy 
reviews were incorporated into the updated 
privacy power point presentation and privacy
test. 
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MANDATORY MINI-PRIVACY TRAINING 
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VALIDATING COMPLIANCE

● Notice of Privacy Practices is displayed in waiting 

rooms

● Timely shredding of patient documents daily

● Staff knowledge of IHS General Records Schedule.
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NAVAJO AREA HIM

• Establishment of privacy work group with 
all SU Privacy Act Liaisons (PAL) and Co-
PALs

1. Update privacy presentation for training

2. Standardized forms

3. Standardized privacy investigations

4. Standardized audits
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NAVAJO AREA PRIVACY WORKGROUP
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DESIGNATION OF PAL

• Designation of Privacy Act Liaison by the CEO

• This gives the PAL the authorization to conduct 
and investigate privacy complaints

• Accept and process HIPAA requests from 
patients, such as restrictions, amendments, etc. 

• Co-PALs designated at health centers.
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PAL DESIGNATION LETTER
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STANDARDIZED PRIVACY TRAINING
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PRIVACY TRAINING

• Updated power point privacy training to include
HIPAA, Privacy Act, and Records Management

• Downloaded to Health Stream at all SUs

• Formulated a 10 question privacy test at the 
end of the training

• Employees must pass at 70% or more and 
receive a certificate.
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CONDUCTING PRIVACY AUDITS

• Inform Department supervisor that you will be 
conducting random privacy audits on their staff 
members

• Results will be shared

• Any inappropriate access will need to be 
addressed with the employee with a corrective 
action.
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PRIVACY AUDITS

• Do audits each quarter. Do one 
department in each Division

• Based on the number of employees in the 
department, use a sample size

• Audit different employees each time

2019 IHS PARTNERSHIP CONFERENCE 22



PRIVACY AUDIT SHEET
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PRIVACY AUDITING

• Using the RPMS Sensitive Patient Tracking report,
randomly selecting a sample of 25 patient records 
to audit by employee by department.
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UNANNOUNCED PRIVACY SURVEY

• Each month, pick a department/clinic to do a 
privacy walk-through for potential privacy 
concerns and compliance

• Add problem-prone privacy issues to the 
checklist that maybe unique to your facility or 
SU

• Share results with Dept./Clinic supervisor.
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PRIVACY CHECKLIST
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PRIVACY INVESTIGATION 
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• Fact-find

• Privacy Interview



PRIVACY INVESTIGATION

• Determining if it is a valid complaint

• Identifying the tools and resources you need to 
do an investigation

- RPMS Sensitive Patient Tracking

- BUSA = IHS User Security Audit (optional)

- RPMS Scheduling, EHR, PCC, etc.
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FACT FIND

• Was access to PHI/PII a “need-to-know” 
in the performance of employee’s duties

• Is access validated

• Was this a first time offense or repeated
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PRIVACY INTERVIEW

• Formulate detailed questions

- On (Date/time) you accessed the record of Gary Demo

Under what authority did you access the record?

- Do you know this patient personally?

- Did you disclose information on this person?

• Have a cascade of next questions to ask to obtain 
additional information.  Example:  Why did you do this?
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OFFICIAL INVESTIGATION FORMS

Have the employee 
acknowledge and 
sign:

DHHS/IHS Warnings 
and Assurances to 
Employee Required 
to Provide Information 
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INVESTIGATION FORMS

Obtain a written 
statement from 
the employee for
the case file on 
the Declaration 
Form:
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PRIVACY INVESTIGATION FORM

• Standardized investigation form to capture all 
data components needed for PAL and 
supervisor to use to validate and support 
disciplinary action when working with Human 
Resources Employee Relations/Labor 
Relations

• PALs do NOT recommend Disciplinary Action, 
but recommend Corrective Action to be taken. 
This is the responsibility of the Immediate 
Supervisor. 
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INVESTIGATION FORM
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MORE INVESTIGATION FORM
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FORM CONTINUED
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LEVEL OF OFFENSE - EXAMPLES

Level of Offense, as recommended by the IHS Privacy Officer

• High 
• Unattended PIV – it compromises entire agency
• Unauthorized disclosure or access of PHI/PII
• Malice disclosure of PHI/PII
• Sending unsecure email with PII/PHI to an outside agency 

unsecure
• Inappropriate handling or sending of large patient listings
• Unauthorized removal of PHI/PII from facility
• Unprotected or unauthorized access to restricted area (HIM, 

server room)
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LEVEL OF OFFENSE - EXAMPLES

➢ Medium

Timely shredding of PHI/PII

PHI/PII in garbage (BCMA labels, work copies)

Unattended computer left logged on

➢ Low

Internal email (one-to-one person) with HRN# or a patient name.

Mistake or accidental disclosure of PHI/PII 

Unattended copy of PHI/PII left in copier/fax

PHI/PII sent to Wrong printer

Employee not wearing PIV card
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AREA SANCTION POLICY

• Refer to Area Privacy 
Sanction Policy (if 
available) as incident 
categories may be 
defined
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EXERCISE: SAMPLE COMPLAINT

• Patient files a complaint against a clinic
clerk accusing the employee who is 
related to her, of accessing her medical
record and obtaining PII to file a 
restraining order against her over a 
dispute involving land.

 

 

2019 IHS PARTNERSHIP CONFERENCE 40



EXERCISE: SAMPLE COMPLAINT

• Nurse sent screen shots of patient 
information via unsecure email to a doctor
who then forwarded to four (4) other staff 
members. 
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EXERCISE: SAMPLE COMPLAINT

• Patient requests a restriction to her 
medical record not to allow access to the
entire family medicine clinic staff as she 
feels her privacy is violated every time 
she goes there for services
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EXERCISE: SAMPLE COMPLAINT

• Facebook friend reported that an 
employee posted a picture that contained
patient information on her Facebook 
page.
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EXERCISE: SAMPLE COMPLAINT

• Anonymous employee submits concern of 
finding copies of patient documents in one
of three (3) all-in-one copier/fax in the 
clinic. 
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EXERCISE: SAMPLE COMPLAINT

• Employee with 20 years of Federal 
Service accesses her teenager’s medical 
records to see when her next appointment 
is.
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PRIVACY PENALTIES

Civil monetary penalties under HIPAA:

• $100 per violation

• Capped at $25,000 per calendar year per
violation
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PRIVACY PENALTIES

Civil monetary penalties under HITECH:

• Up to $50,000 fine & 1 year imprisonment for 
knowingly obtaining or disclosing individually 
identifiable health information

• Up to $100,000 & 5 years imprisonment if done 
under false pretenses

• Up to $250,000 & 10 years imprisonment if done 
with intent to sell, transfer, or use for commercial 
advantage, personal gain or malicious harm.  
Maximum penalty is $1.5 million under HITECH
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PRIVACY IMPACT

• OCR posting of privacy breach on web site

• Lost of patient trust

• Reduction of workload as patients will go to 
another health care facility.
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PRIVACY AWARENESS

• Send out bi-weekly/monthly emails to 
facility staff on a privacy topic

• Add a column on “Privacy Tips” to your 
facility staff newsletter

• Address minor incidents at staff meetings 
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PRIVACY AWARENESS

• Share appropriate methods of how to 
discard documents containing PII/PHI, 
such as patient ID bands, BCMA labels, 
reports, etc. 

• Recognize individuals or departments that 
are protecting patient privacy
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PRIVACY IS #1

• As PALs, it is important to stress to all 
levels of the organization that patient 
privacy is equally important as patient 
care
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NOT OUR IHS 
PRIVACY THEME SONG!
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PRIVACY REFERENCES

• Indian Health Manual Chapter 7 Part 2

HIPAA Privacy Rule & the Privacy Act

• OMB Memorandum M-16-04 
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QUESTIONS

Gary M. Russell-King, HIM Chief

Northern Navajo Medical Center

Acting Navajo Area HIM Consultant & Privacy Coordinator

Phone: 505-368-6032   Fax:  505-368-6277

Email:  gary.russell-king@ihs.gov
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