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Why?

* Cloud has different security challenges compared to the on-premise hosting

* Cloud adoption is accelerating

* On average, it takes 279 days to detect and contain a breach

* Cloud migration complexity is one of the top 5 most contributing factors to the cost of a data breach
* Chances of experiencing a data breach are going up

* Average of a cost per stolen record: $150
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Essential Characteristics
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Key Factors to Better Security

Real-Time Monitoring and

& Security Automation Response (SEIM/SOAR)
tm (machine learning, analytics, ‘ﬂ P

automated response) using Centralized Log
" Collection “and Analytics

[
l'¢ Defense in Depth '5:’.“ Zero Trust
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Challenges

* I|dentity and credential management

* Misconfiguration and Vulnerabilities

* |nsecure APIs

* Data Security

* Change control
 Weak control plane

e Advanced persistent threats
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ldentity and Credential Management

Threats
* Insider threat
* Data misuse
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Mitigations

JML (Joiner-Mover-Leaver) process

2-Factor Authentication (2FA)

User Behavior Analytics

Secure credential storage (key values) and perform key
rotation

Centralized log collection (cloud-native or centralized solution
to cover hybrid deployments)

Security Information Event Management (SEIM) and Security
Orchestration, Automation Response (SOAR)
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Misconfiguration & Vulnerabilities

Threats Mitigations
* System exposure/compromise * Cloud-native configuration/compliance monitoring
and alerting

* Rules preventing misconfiguration

* Host and Network Scanning (internal and perimeter)
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Insecure APIs

Threats
* Weak access control
e Susceptible to DDoS

Mitigations
* DevSecOps & penetration testing
» Utilize APl Management/Gateway
e Cloud-native DDoS
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Data Security

Threats Mitigations
e Data exfiltration and leakage * Enforce encryption at rest and in-transit
* Insider threat or mistake * Data masking, data retention, backups
* No visibility into what is stored in the cloud * Use modern encryption and ciphers
e Cloud provider exploit e Use bring-your-own encryption keys
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Asset tagging practice

IPS/IDS — network and host

Data Loss Protection (DLP)

Zero Trust

Monitoring for Indicators of Compromise (SEIM)
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Change control

Threats
* Unauthorized deployments

Mitigations
* Devops with auditable deployments
* Separation of duty

e CI/CD service accounts with the most restrictive
permissions possible
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Weak control plane

Threats
e Dataloss
e Shadow IT

Mitigations
e Least privilege model
e 2-factor authentication
* Logging
e Defense in Depth
* Zero Trust
* SOAR/SEIM
 Automated scanning to detect shadow IT
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Advanced Persistent Threats

Threats
 Malware
* Ransomware
e Unrestricted lateral movement

Mitigations
* Utilize cloud-native protections

e Zero trust architecture - (MFA, micro-segmentation, context-based
access, etc)
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Sources

IBM: Cost of a Data Breach Report 2019

Varonis: 107 Must-Know Data Breach Statistics for 2020

ForcePoint: Cyber Edu

NIST: Zero Trust Architecture
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https://www.ibm.com/downloads/cas/ZBZLY7KL?_ga=2.148238199.1762516747.1577395260-1128561362.1577395260
http://varonis.com/blog/data-breach-statistics/
https://www.forcepoint.com/cyber-edu
https://csrc.nist.gov/publications/detail/sp/800-207/final
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