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The U.S. Census Continues To Advance America’s Computing Industry

https://www.census.gov/history/www/innovations/technology/tabulation_and_processing.html

(ISR)

1890 1960 2020

Herman Hollerith created 
an electronic tabulating 
machine for use on the 
1890 Census.

UNIVAC I: 

• 1st UNIVAC computer 

delivered to the U.S. 

Census Bureau in 1951 

• 1ST used to process 

and tabulate data for 

1960 Decennial Census

1st General Purpose Electronic 

Digital Computer in 1951

1880
1st Commercial 

Calculator in 

1850

1st Tabulating 

Machine

1st Census to use 

“Public Cloud” Technology
333.6M

189.3M

62.9M
50.2M

8
Years

Article 1, 

Section 2 Mandate: 

“Enumeration shall be 

made within three 

Years after the first 

Meeting of the 

Congress of the United 

States, and within 

every subsequent 

Term of ten Years, in 

such Manner as they 

shall by Law direct.”

Months

Mobile
Enumerators

https://www.census.gov/history/www/innovations/technology/tabulation_and_processing.html
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The Impact of Cloud ISR on Census during COVID

Cumulative US Covid-19 Cases
World Health Organization as of 10/26/20https://covid19.who.int/?gclid=Cj0KCQjwit_8BRCoARIsAIx3Rj7BR7bl1NCvcM_NMQMXZDEMQMhVvSdi-AOxRF85YWOw8mkFC55G1U8aAl3REALw_wcB

2020 Census 
Period of 
Collection

Active COVID-19 
Cases in U.S. 
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How Technology Is Being Used For The 2020 U.S. Census

Device as 
a Service

Technical 
Integration

Performance  & Scalability

35 
Operations, 
52 Systems

Public 
Cloud

On-Prem 
Data Center

Establish 
Where To 

Count

Motivate 
People To 
Respond

Nonresponse 
Follow-up

Tabulate/Release 
Census Results

Self-
Response

Census Overview: Complete Count of People and Housing

Bringing 
the 
Technology 
Pieces
Together

Cybersecurity
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Size, Scale & Complexity



Technical Integrator (TI) and Leader of USCB Large and Small Vendors

Perimeter/Network 
Protections

MTIPSCDN Email Web DLP

External Agency 
Support

Directorate
Integration ADFO ADEPADDC ADDP ADRMADCOM

Census OIS
Support

ISSO Staff
Security 
Engineer

Team

ADC for 
Technical 
Security

ADC for 
PolicyCISO

Operations
Support

SRQAConfig
MGT

Patch 
MGT

Emergency 
Operations

SOC
NOC

Helpdesk
Asset   
MGT

Field
TRNG

Example
Systems

MAF/ 
TIGER CEMATAC ECORRUTS/CDLDAS

Infrastructure Support

Chaos 
TestingNetworking

Cloud/
On-Prem 
Services

Service On-
Boarding

Mobile 
Services

IAM/
AD

HCI &
On-prem Mobile Field
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SOC/ACD

GRC ATO
POA&M

Security 
Arch.

Bug 
BountyConMonSecurity 

Engineering
Sec

Controls

SIEM CTI/CTEAPT
Hunting Analytics Incident 

Response
Orchestration
Automation

Dashboards
(Visibility)

Security Process 
Documentation

Deception as 
Detection` Forensics

Note: Compliance ≠ Security

Primus

Data-Threat Centric Approach
‣ Deep Packet Inspection Services: 7.5 PB of data protected 

by 20+ cyber tools + external CDN, Cloud, and MTIPS Services

Collaborative & Organizational Integration
‣ Horizontal Integration across all 6 Census Directorates

Hybrid Cloud & On-Premise Services Environment
‣ Built and integrated Azure, AWS GovCloud, GCP, mobile, remote office and 

multi-SaaS environment with over 500,000 endpoints

Integration of 52 Business Systems
‣ Internet Self-Response (ISR): representative directorate systems shown 

Operationally-Focused Organization
‣ Integrated Support to Census Operations, developed and  

operated SRQA, documented 500+ operational KBAs

Security Support to Census OIS
‣ Responded to up to RFIs, PIAs, ATOs, ISCMs

Responsive Infrastructure Support
‣ Integrated Support to Census Infrastructure, resolution of 
hundreds of remedy tickets

Proactive SOC with Active Cyber Defense (ACD)
‣ Targeted Data Protection Services: 7.5 PB of data protected 

by 24x7x365 SOC, with 20+ cyber tools and proactive, threat-focused posture

Governance, Risk Management Compliance (GRC)
‣ Foundational Security through Architecture, Engineering, Security Controls, 

Assessment, Authorization, Remediation, Monitoring, External Reviews

Flexible External Support 
‣ Worked with External Agencies
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Single Security 
Visibility/Agility

• T-Rex ATO Dashboard: full stakeholder 
visibility through every ATO step

• Real-time status of ATOs in process: 
inclusive of duration in each process step to 
enable pinpointing of issues for quick 
resolution and identification of regular 
occurring bottlenecks for process 
improvement 

Inheritable Components

• ATO Inheritance: by using components 
already authorized, only the newly 
developed pieces need to seek new ATO. 
Reused aspects can be signed off based on 
existing ATO

• Prioritizing ATO of Security Components: 
enables expediting of issue resolution to 
minimize ATO cycle time

ATO Services and Automation 

• Every Endpoint Enabled ensures readily 
available, ATO-automation data 

• Holistic DevSecOps approach ensures 
built-in endpoint solutions (implement 
phase and continuous assessment phase)

TI ATO Lifecycle Process and Automation Steps

6
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Integrated SOC: Extension Of Census SOC

MULTI-LAYER DEFENSE IN DEPTH 
SECURITY STRATEGY

FEEDBACK LOOP MITIGATES THREATS 
AND IS FORCE MULTIPLIER

ACTIVE CYBER DEFENSE (ACD)

Tier 1
First Line of Defense
24x7x365 Threat Monitoring
Event Analysis and Triage

Tier 2
Fusion of Intel and Situational Awareness
Incident Confirmation
Cyber Threat Hunting Support

External Support
DHS and Other Support (pro serv)

Tier 3
Client SOC/Security Activities
Advanced Cyber Threat Hunting
Incident Response

Client Enterprise Systems

T-Rex Security Operations Center (SOC)

- Data Encryption/Detection and Key Management
- Host Level Protection/Detection
- Network Level Protection/Detection
- Perimeter Level Protection/Detection
- Intrusion Detection and Prevention
- Security Information Event Management

Census Security Operations Center (SOC)

Client SOP’s, Ticketing, and KBA systems

- Security Orchestration/Automation Tools
- Data Loss Prevention Tools
- Deception Techniques and Detection Tools
- Threat Intel Analysis and Fusion
- Cyber Threat Hunting Support (if required)
- Continuous Diagnostics & Mitigation
- APT Simulation and Testing

- Lessons Learned from Other Engagements Shared
- Client Phone Bridges Used to Coordinate Incidents
- Client SOP’s are Used and Extended
- Client Ticketing System is Used 
- Client Knowledge Base System Used
- Knowledge Transfer through Articles (KBA)s
- Training of Client Security Teams as Required
- Integrates with Client’s Information Security Staff
- Executes Existing and New Baseline Tasks as Required

TI SIEM

Where We Fit – The Role of T-Rex Security Operations Center (SOC)

Note: Due to COVID-19, we 
transitioned to Remote 
SOC in 1 week, using 
VPN/VDI

Many Lessons Learned:
• People
• Process
• Technology

7
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Nation State Threat Requires a Proactive Security Posture
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OUR DEEP TECHNICAL EXPERTISE

Cybersecurity Mission Critical 
Services

Data 
Engineering & 
Analytics

Systems 
Integration & 
Development

Cloud Adoption 
& Infrastructure 
Optimization

• Migration of Legacy Apps

• Multi-Cloud

• IaaS/SaaS/PaaS

• Containers/Serverless/N-Tier

• Event Driven Automation

• Modeling for Cost Optimization

• DevSecOps

• Agile Infrastructure 
Development

• Infrastructure 
Virtualization/HCI

• Disaster Recovery Planning/HA

• Network Infrastructure

• ITIL Implementation and 
Automation

• O365/Active Directory

• Virtual Desktop Infrastructure

• Monitoring Automation and 
Visualization

• Agile Application Development 

• UI/UX Design

• SAFe Transformation/Execution

• Enterprise & System of Systems 
Architecture (FEA and TOGAF)

• Application Rationalization

• Modernization Roadmapping

• Agency Horizontal Integration for 
Modernization 

• System of System Design

• Strategic Planning & Policy 
Development 

• Model Based System Engineering

• Interface Design

• Technology Evaluation

• Gap Analysis

• Automated Functional, 
Performance and Integration 
Testing

• Data Architecture, Design & 
Governance 

• Big Data Storage/Big Data 
Processing 

• Fraud Data Analysis

• High Performance Computing

• Performance and Data 
Modeling

• Dashboards & Visualization

• Data Web/Mobile Interface

• Self-Service Business 
Intelligence

• Augmented Analytics

• Machine Learning

• Robotic Processing Automation 

• Data Loss Prevention

• Intrusion Prevention & 
Detection

• Risk & Threat Profiling 

• Cyber Threat Hunting 

• Adv. Persistent Threat Testing

• Static & Dynamic Code Analysis

• Key Management

• Access & ID Management

• Continuous Diagnostics & 
Mitigation 

• Network Visibility / SSL Decrypt 
Processing 

• Database Security 
Enforcement; Database 
Configuration, Access Control 
Policy Enforcement

• SOC Operations & 
Management

• Security Orchestration, 
Automation and Response

• Zero Trust

• Security Application 
Design/Implementation

• Program Management

• Earned Value Management

• Quality Management

• Knowledge Management

• Facilities Management

• Change Management

• Metrics Management

• Incident & Ticket Management

• ITIL Service Processes

• Help Desk Functions

• ITIL Training

• Intelligence Analysis

• Operational Coordination


